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1. Introduction To Cybersecurity(AtO|H E ot ATH)

Enterprise Security Fundamentals
(HE{Zato|= 2ot 7|%)

Hxf AEIZZto|l=  HQt =AZ dYstn, EEA  HZ EAl(Assume
Compromise)= ‘d2|otd, HEE Of SRE2=Z LH AE5st o
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2. Detect Security Breaches Early(Z7|0] =0+ 2|Ht EFX|)
=/l

Threat Detection: Planning for a Secure

Enterprise
(R EXl: 2Q AEZE0|= A F)

O BtgoM= HE &0l Meko| LR = 2| X0 TSt /HRE ML CH
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Planning a Security Incident Response
(Eeh Ata K S A=)
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PowerShell Security Best Practices
(PowerShell EQF B ALg))

PowerShell & Af%3fo:| HotS 2dA7|0 MER f/d H 2480 CHH[SHYA| 2.
MH 74 U 2Qh2 2[$h DSC (Desired State Configuration) % JEA (Just
Enough Admlnlstrat|on)9f e g 39| 7|58 AmEAAL.

5. Manage Identity(AHE 2t2|)

Managing Identity
(A8 2a))

Microsoft AbZd THS Q| & s EN=Z O 2F0M= 25 Y422
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6. Secure and Protect Data [3 TRAINING OPTIONS AVAILABLE]
Option 1

Security in Office 365
(Office 365 2| H2Q)

JIUE YR s & UAs O RY9 fgs dEst g fld YA,
e 2 A g Hob 2 &2 Office 365 2o 7|58 7+ A &2[5t=
YEHS LOEHAL

Option 2

Securing Data in Azure and SQL Server
(Azure U SQL Server 0| A G|O|E{ H9QHh

SQL Server 2016, Linux 2| SQL Server v. Next(SQL Server &€ Linux) % Azure SQL

CIO|HHIO| A0 A CO|HE E=Zots WHE AS|MA|2, HE7tt 2H AHE XL
15, AHEXIS| {X|, Mot H Al = e HYS HAMEMUANR =0
AEAL 91 9 AZA(Connections), AFEAF7} B|AAO UMASIEZE Mt L0,

]
OlO|Ef AMA ZHAKAuditing) S OOl Yz st7t ZahE Lt

Option 3

Microsoft SharePoint 2016: Authentication

and Security
(Microsoft SharePoint 2016: 215 % H9Hh
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7. Secure Operating Systems(QtH s 2 M|A|)

Windows 10 Security Features
(Windows 10 HQt 7|5)

'"*EE':f HOLS O WEA B8 = JASLICtH - XIHHOZ UHMstn 9;'\%
Windows 10 2% HM|X|S| E¢t 7|S0f CHsli LOotE YA, Microsoft & OF
AX|LI ElOo| I1g 7|s2 HIESI= HHS UOLEMA|L.

8. Secure Servers(2 9t A{H)

Windows Server 2016 Security Features
(Windows Server 2016 H¢t 7|5)
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9. Secure Cloud-Enabled Services and Data
(222 E 7|"9t AH|A S GIO|H EQh

Microsoft Azure Security Services
(Microsoft Azure HQt A{H|2A)

H{ R0 O OtMstm EbEH X Ql(resilient) 22t E
of, =7 S 7|=2 O|s{SInlA|R. EBH Azure B

ME|20f CHol B2 AMEE 5= ASLILE
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01. Enterprise Security Fundamentals

)f

FY 2-4 M7 T 4F
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0 HF2 78I Het MEYE M| Fpt ot Y Cfp SEHEHE
HZEL/H

HEE Of SR8 A52 ZEQ FE AAHO Oist 34 Alggoldg ZagLCh HEE2
ZEO| T AMAH| Ciot 3432 Al=20|E oti, 0| M2} PoC(proof of concept) 4 SE
CHAE FHLICL 2FEHE 1 340 st Bt8S AlE2o[d gLt
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1. Before you start(A| &5t7] H)
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o TXf AtO|H EQF JMEfAHOf CHot Of3Y
2. What you will learn(HI A & &)

o IYS 04 AYEL 1SS & 4 UsLILH

o EfEAN F &A(Assume Compromise approach) ‘82|
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Module 1 AO|E{ &0t 0 T3t Ofs}

o Xf AtOIHf EOF 2tF

o 349 T3t

e "Ef(Assume Compromise)"2| O3
o Erol O

Module 2 2= E&: & & (Penetration), ™ O|S(lateral movement), O] AZ2f|0|M (escalation) %

2HCH (exfiltration)
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02. Threat Detection: Planning for a Secure Enterprise
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1. Before you start(A|%5}t7] H)
APH 27 Arg
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2. What you will learn(Hi 24| & Z)
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e AT 7|8t U behavioral/heuristic EtX| B HdEHE 5 Q&L|CEH

o ALH(On-premise) 12 EHA| A k2t = (mitigation tools)2| 7|s8 LIEE = USLICH
o
=

o SIO|EZ|E Y SR Y EX| U 23} &P (mitigation tools)2| 7|50f
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o TICHEQl AtO|H| 2| Z2Zt(landscape)df CHSH 7HQ
AOIH IS &tzk(mitigation)dt7| {8 AP f{EH 81 At 2| 2y ST
e MY 7|8t 9! pehavioral/heuristic EFX| &8 H| I

e X&8 A

Module 2 AtLH(On — premises) SHA0A 25 ZHX|

e Windows Defender 15 & 24 X
e Microsoft 13 98 &4
e Microsoft AEHIZZIO|= £
e Microsoft 29 2/&l @4
o RO X mzIT HM OIE I Oo[A

e =2Z(Logging) H ZAt(Auditing)
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A EHA
o Office 365 L& & HX|

o Office 365 22I2E App 22t X Microsoft 22LE App 22t
o Azure 13 % E©X

e Azure Active Directory A8 EZ

e Azure Active Directory A8 3 EHX|

e Microsoft OMS (29¢ #z2| HE o)

e Azure EOF MIH

o 1y Y BX 7| - 7IEt Azure MH[A

e Azure Marketplace & &%t EfAt ATD 7|&

e Azure Logging(£4) and Auditing(ZAh)

e Microsoft 365

Module 4 &X| 2 X £84 =4

e Windows Defender & AM23H0] X|£AQl 2 AX|, 05 ¢ 24 94X & 13 ¢
24
o CQHIZEO= 9 EX S ZLEHE

3. Overview(7ll R)
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4. Meet your instructors(ZFAF 27H)
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03. Planning a Security Incident Response

FE 24 AT
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O Z}HNA = 7] Hot Ko YSE W AL HE TEML L FHAo
LHof AfAlB] & ZgrL/Cf

1. Before you start(AlZst7] H)
APH 27 Abg

o OATHO| AtO[H Eob 2hZ0f| Chet OfsH.

—

A g g 2
. AT 0 S AHS 2T + UL
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Module 1
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e Governing ZH &
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o ApiS] =7] E7t
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o 34 HH

e False positives 2t False negatives = A L|7t?
o 39| E XA (nature of the attack)s Z™ L CL.
o FEE AIAH AW

e Containment T2} EHS}7]

Module 4
o ARl 2 EF
e 7l5E S¥5ls 52 SAHE EZ5HMYA|L. (Protect the evidence while restoring

functionality)
. SET WY AY U BE
e HOFAID HINM

3. Overview(7l| )

O] 1Y2 Microsoft Professional Program in Cybersecurity2| & | L|C}.

Of g2 YHAQl Hot ZXNE LStHA 7| = AARE Z2[stn At S =Eo| Ziket
vE8ds =0 H =85 F7| 8 MAEASLICE

indows 10, Hyper-V %
I Q&LCH O 3,
C

[xtol 7| & huict,

0
o

Microsoft Of AFSH7| 0= Fast Search(ttt2 ZAH) Sl pre-Sales Engineer (AFM EfOf QI X[ L|0f)
2 ZAE 2O, Oracle Corporation 2| Pre-Sales Engineer (AP EHOf AIX|L|0f) B S

systems Of ARYSLICE D= £t 0] & HI=2: LSO

un Micro
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M HEX XL, Learning experiences Team Microsoft

Kimberly & Microsoft Learning EQ| =4 ZEHX J§UXtL|Ct.

Kimberly= IT ©&7F otgo| Mads 7 ESH MEZ Microsoft Virtual
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04. PowerShell Security Best Practices
FY 2-4 NIt T 4F

PowerShell £ PHE 3P| AFESFE BHEDIF PowerShell & Af&SI0 2 PH=
2t3fol= BIEIO) 23t B E ALHE SH5ol/AIL.

1. Before you start(A &3st7| H)
A 27 AR

e Windows YWESZ ZdHO| AU0OF TtL|LC}.
* Windows Server Zt2| 40| QU0{0F ThL|LC}

«  Windows PowerShell At Z& 0| QUO{OF BFL|LCE,

2. About this course(0] 1}%H0f CH3s}0)

O] 1’82 Microsoft Professional Program in Cybersecurity 2| &£ & L|C}.

O] MHHoMe SHHES0|AH Windows PowerShell 5.x & AFE3I0 Zt2| ZAS OHMSHAH &st=
S JtEXLICH SHEE2 PowerShell 7|2 A2 ZAESID PowerShell 29 2ot 8 #4
2t2|of| CHsh Hf=LC

St =2 DSC (Desired State Configuration) 3 JEA (Just Enough Administration)2t 22 22
EFE MESIH MHE st Eotst= WS Hi2A ELCh O] IPFdoME MES A,
MER 34, BYL0| Haste 342 S YR Cioi HmH&L

Module 1 — PowerShell Fundamentals(7|ZX)
*  Windows PowerShell Architecture(+=)
*  Windows PowerShell editions and versions
«  Windows PowerShell &%

Module 2 — PowerShell & =0t

e Windows PowerShell &2 EH™(Policy)2 AtE5I0 24 ATEHE AW e

or
rk

o Windows PowerShellQ| &2 A&l 7] t2|
o HotEl BEE(endpoints)

« 20| 2 E(Language Mode)

- 15 -



o QHE|-HYOl AZH QIHMO|A (AMSI)
Module 3 — Windows PowerShell 7|8t HOot 134
*  Widows PowerShell DSC
*  Just Enough Administration (JEA)
e Windows PowerShell ZAHAuditing) R ZZ(Logging)
Module 4 — Windows PowerShell 7|gt &4 (Exploits) & 2t2H(Mitigation)
e Windows PowerShell 7|8t 54

e Windows PowerShell 7|Et =0t

H
-

e Windows PowerShell 7|Et =0t

s
i
N
T
0
X

Module 5 - I8 ==&
e Graded Lab
. #HZ A

e Post Course M2 XAt

3. What you'll learn(HH 24| E Z1)

o] ntd

o

JEs

—

_|oF

NE

rlo

kg2 & &+ AsHCLL

«  PowerShell 2| Architectures & O|8iE &= U&L|CL
* PowerShell 2% E2F H{Z(Deploy)E & + U&LICH
+  PowerShell Auditing(ZtAh) and Logging(24) 248 & £ UEL|CH

» Desired State Configuration, Just Enough Administration 2 AR50 MH 22| 7|52

SIAE = ASLILH
« 23BE 24 S CHIE & + UASLICL

* PowerShell 7|8t 98 8l Ho @S Osie + ASHCL
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4. Meet the instructor(ZAl 27H)

Marcin Policht

A AHE AX|L|O], SR Tech

Marcin 2 IT =0F0A 20 & 0|2 BES &2 A" WXL YLICE
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05. Managing Identity

ALOIH & OF BrOf A/812 £/ [ Active Directory, Azure Active Directory

AHE Z2/of 2t B AIHE SIEol AL

1. Before you start(AlZst7] H)

AME 27 At
e Windows S20[Q1E ztg|, fX| 22| X X siZ F=HO| AO0{oF ghL|ct,
e Active Directory 2| 7|& X|4]0| QUO{OF TFL|LCE.
o ZtEtoh Windows PowerShell BEOE ALESi& HO| 2™ ZSL|CL

2. What you will learn(Hi 27| & Z)

o AEE WotHZ ChMISH= A (perimeter)?l MZ-2 Control plane & L|LC}.

e Active Directory & E335l= 20| s Hi-SLICH

e Azure Architectures ™ Azure Architectures 0| A X| @5} Identity Federation

2 Mof tfsh BjeA Euich

ERUVES

e Kerberos % Privilege Attribute Certification 2 Zf&sh= 20 s BjA L

Module 1: A& #2|, M22 X0 EH(new control plane)
Module 2: Active Directory £t

Module 3: Azure Active Directory

%
]
rot
4
2

Module 4: Active Directory2| 21%5 5

3. Overview(7ll R)

O 82 Microsoft Professional Program in Cybersecurity| &5 JL[CH

RsEol Hot &FoM AFES MER Eez FE U= XM EoF 2| WYS metits

Of St Xt H H S ME3IEF HEE ZREZ, o= Y = U
2+ As UHyds st Ad2 A R d S A LTASHCL

HO{MI Microsoft Incident Response E 2|

482 EUE AE &z
guidance)2 StEELICH
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7|& =HQlof Chst EZdts SAEE THE1 PAM (Privilege Access Management) % JIT (Just in
Time Administration)E T35t JREE HEXISIH Microsoft Identity Managerg A& gtL|Ct 1HY
2 G3H2E OHX|E 2tFol Hob MEfE 7fM5ts H-ES O[St AtOo|H EHQb 20| A=l 9
AGE 75t eled = ASH

4. Audience(CH %)

O] ugg e dds2 HEH Y o= o3 22 7188 XME ZAF0{0F Lot

Windows 220|QE 22|, FA| 22| & X o2 B0l AOF Lt

Windows #&t¥ HER3 &7, DNS, DHCP, WiFi X L= AMHA JES Z5H0

Windows WERZ 7[=0 tigt 7|=X Zt oozt A0{OF gfL|Ch

iZ(

Zoel Mol 7|5, ARl 2 A‘|H| % OE JH™ O|s|E ZEESHO| Active DirectoryOf CHSH 7

Windows Server 2012 R2 58! 20162 AM25H0 A|AE 2t2[of CHeh XA D 2t Z& 0| QU0
OF &L,

O WSS Wi SEAL Hot B2IX, AIXH B2AX T& YEYI B2AREA LI

L

5
dds Sof X1 7|e2 SSE22N T =ds SFAMZE &= AU L

Windows PowerShell2 O IHHOIAM 7|&2 g W MEIY = Qe ZFYULICH StE&X=
Ztetol Windows PowerShell B0 HMASID AMESts O Z9h 7[X7F JAO{oF ghL|LCt,

0] X|Al2 INF210x, Windows PowerShell 7|20{|M 2 %= USL|LCE
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5. Meet your instructors(ZA} 27H)
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Philip Helsel 2 Microsoft Learning BI2| =41 ZHX I LXZ X Windows 10, Hyper-V 3

Configuration Manager & IT Professional ZAE TtEE H SE2 £ JUSFLICHL D =3,
MZ2 Microsoft Virtual Academy ME{Z2t0|= Security X 22| A=l ELX0|7|= BfL|CE

Microsoft O AISH?| T0j= Fast Search(ttE ZAH) 3! Pre-Sales Engineer (A EHO§ AX|L|Of)
Sl ZAS 32O, Oracle Corporation 2| Pre-Sales Engineer (AHH THOf A X|L|O{) B S

systems Off AASLICE D= £t O] |2 Hel2: LSO

un Micro

Kimberly Rasmusson-Anderson

QA HHX JHX} Learning experiences Team Microsoft

=~
3

O
®

<
rir
3
=
Mo
N
=

Hoj| s L1 JAELICH D= E3H A2 Microsoft Virtual
Z20|= Security XHEQ| ZEME |Xo|7| = HLICH OMOol= 4=

ME|A B1 X[ RAMQ 7l MYXAS LI

N I

Microsoft 11
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06-1. Security in Office 365

FE 24 AT

(=]

OBk

5%
Office 365 OjA 22ot2 A&, 75 A Z2/ofE &E 0] ffef ZofEi/A/L.
1. Before you start(A| &5t7] H)

AE 27 ALE

«  Z22RE 7|gF MH|A JiE, Office 365 & dlild & 24 MH[20| TS OISHE St
o

UO{OF SFL|CE

T4 Hoh 9T Aty I LurxQl

2. What you will learn(Hi 24| & Z)

« HOHE &

|0
HU
ot
rr
do
1%
#2
o}
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el
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il
rot
©
el

e Office 365 11

il

« Office 365 ¥ IntelligenceE AHESI] 3T = USLICH

i
1
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91-
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)
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-
n

»  Office 3650 A Z At(auditing), & (alerting) W E I (reporting)

e
i
i
>
oo
ok
+
30
i
-
Ia}

e Office 3652 115 E¢

3. Overview(7ll R)

0| 142 Microsoft Professional Program in Cybersecurity2| 25 2! L|C},

o
rir
iy
IE
mjo
ot
>
ot
=

Office 365®2| HOIO|A 7|2l Office 365 EQt 7|52 A=, 73 U a2
C}t. Office 3652 29t 3 F ™ &4 MEE= Office 3650|A AI2XIQ} HO|HE 238 £ U= Lt
1

CjAoR B 4 9t CHYS RHo Y % 1

Yot 2ot T2 MIE UL 7|
A, flg &, HAk(auditing

HOIHE E=ot= YRy CHsi ot&L|Ch

oL TT

%0
B
Iy mjo
HL
o
i
o
o
m!

S HOt 7|150] CHE Office 36501A 7| o

Module 1 — Office 3652| EQF AT}
o 2¥(Threat) HIE{ % C|O|E 8Z(breaches)
o Office 3659 EOoF &2 M

e Secure Score 27|
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Module 2 - Office 365 ATP L1 & 22|
¢ Exchange Online Protection 2:7H

o Office 365 15 {IY &X 7l

fols

. OHE3H HE OiY ma
. obHs 33 pa

Module 3 - Office 365 ¥|& IntelligenceAt&
« Office 365 ¥ Intelligence’ 2
o RI™(Threat) THA| EE ALE
o ™ (Threat) EFAM7|(Explorer) A2
Module 4 - ZAt(auditing), & &(insights) X 41 (alerts) T3 (Implementing)
« HOb S HX &5 MEQ| ZAlauditing) 7HR
e Exchange OnlineO| A AbMTH ZEAb(auditing) AE
o ZAtaudit) 2 HM
e SharePoint 3 OneDrived| CH$t &7 (sharing) ZAt(auditing) 23t

o HO & X =4 ME(Compliance Center)0| Al E& &(insights) X A1

—_

Module 5 — & EQF 22|

« App #H3t 73

4. Meet your instructors(ZAF 27H)

Martin Coetzer

M

—

o AEIX 7

O = =

-2 -

-_—

|
)

HEXt, Learning experiences Team Microsoft Corporation

2|


https://www.edx.org/bio/martin-coetzer

Martin Coetzer & Microsoft Learning eXperiences &2 =4 2HIX JJLX}tL|CE Martin
(o]

Coetzer = Office 365, Exchange, Lync, SharePoint, Office 3! Dynamics 915 ZEZZ|QE
gt Aol ® MA & 2 JA0A Microsoft 7|&S AA St HiZESH= MCS

(Microsoft Consulting Services) ZAMHEE W&LICH

m

Ankur Kothari

President, Olive + Goose

Ankur Kothari £ eDiscovery H|=L|A 202 HIHZ 22 A Microsoft oA HZ2

eDiscovery 2 Al&tE If 2 =&0| TYELICL O£ $Xf Office 365 X A8 = 7| HE
Y ZAFQl Olive + Goose 2| AFEHRILICH OATO|= Microsoft LHOIA CHSH Z A S
EASLICL

E, Olive + Goose

Joe Turick 2 Olive + Goose 2| =M ZAMEIEZ Office 365 X Exchange 2| 7|
HME XA ERst AELICE & Microsoft Office AH EHA0f Cist WLHsH X|AS 74X
AL, O|F0|= Microsoft 2| 7|= MH|A MAXZ Z WS L(C

>

Kimberly Rasmusson-Anderson

R HEIX JHLXL, Learning experiences Team Microsoft
Kimberly = Microsoft Learning B2 =4 ZHX JHLXL|C}

Kimberly = IT &7 2pd0| MYS 2 91%'—“4. dE= E3L MER
Microsoft Virtual Academy AE{Z2t0|= Security A'E2
AMol= dE= Microsoft 22 MH|A S X2 M2 7|& &*%Xfﬁﬁ'—lq.
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06-2. Securing Data in Azure and SQL Server
F 2-3 ML & 4F

Azure Z SQL Server OfA] LIO/EE 2IT8fA RA/6}7] 72t X4 Z=AH=0f
Ljsf gfof2 /Al

1. Before you start(AlZst7] H)

A 27 At

O I8l 25 245 2ARSHEU Azure 750 ZREYLCL T2 Azure E7F T 7tES MEE
= AGHCL =HAS fshM= AHE 7hset A& =7 BRSHXTE Azure AMH|20| CHSiM= 2
=0 FEX| Lt ZE XM F2 FEotEHs AEY + JAs A2 OrgLICh =, ot
g2 0K 252 EUA 1k ASME @S &+ USLILE CIolEHH oA 7iE 8 7|= saL
H2 25 2 €2 A0oF YLUCLL 7| ZME o2 I §=SH2=2 Hel AEHez S&

e Connections I AtEXI 210!
o AMEXIZL AL WM ASIEE
e OlOIE UMA ZAtaudit) 2RO CHH BH-SLICE.
e Over the wire & Sl HIO|HE

Module 1: AtE&X} & AZA 0l
O] E=0|M= SQL Server X Azure SQL HIO|HH|O|AQ| HIZE FH|SH7| 2ot AZE Z2MAE
2IWBLICE SHEQI0, AZEQ|0f, 2ot % JtE-40| Chst 12 Ab2 CHELCH

ol

Module 2: AFEXFZ} B[220 HMASHEE ot £0

0| 2= Windows, Linux % Azure SQL HIO|E{H|O|A0| SQL ServerES H{ZS=0 Z Lot 210t
CHAE dEL(CH

Module 3: HIO[Ef UM A ZEAf(Auditing)

O @E2 DML (HO|E| ZZt Q10) E2|7, A ZfAKaudits) X HIO|E{H|0]A ZAhaudits)2 O
O|E{0f CHEH ZHAk(auditing) HMAES CHED QUEL|C
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Module 4: G|O|E| ==}
0| 2= Transparent Data Encryption, Always Encrypted, Dynamic Data Masking2 AHE310]

OlHE Y= otefLLCt.

Final Exam(Z|& Ald)

Orx e 255 0

—_—

HE Agds 28 AT AlFe 9H0| 70% HIE0|H &4 282 =H=

Yo
T = = o
30%2| Hgz 5 ZELCL 0] HYE stste ABME FSote{® & 70% oldel =

£ ZO[oF gLk
3. Overview(7l )

O] 142 Microsoft Professional Program in Cybersecurity 2| 5 2 L|Ct,

REEe| 2ot 2F0A SQL Server HIO[E{H|O[A E[Xte] HO| XXMz AIFH et
HolH Heot fX| H#sS Lofsts A0l LI

Of oM HE7tet 2 ArEAL QT 8 dot F0j0f Lol LOrE YA, fEph A[AF AN
U HolE Y=ot ZA(audits)E Sl HIO|E 7t SHIZA ESE=X] 2lstyAL.

inux)Azure SQL G| O E{H| O] A 0f| A 2]

SQL Server 2016, Linux 2| SQL Server v. Next(SQL Server & L
£ 4HESLCL

&2 HWSHHAM CHYSH E1E9| lenses & Sl A

O] Computer Science ZF’E0M= H|O|EHH[O|A EotS 2ot 7|51 7|8 /LT &=0=
Authenticating Users and Connections, AF&XI7} 2| AA0 HMASIEE ?_46._* £0, 4oy
B A Auditing R C|O|E L=zt 0p-0| ZehE L|CE SQL Server 2016, Linux 2

Next(SQL Server £ Linux) ¥ Azure SQL H|O|E{H|O] A0 HIO|EHE Eﬁéf
shEeL o

rir

z
rE
mjo
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4. Meet your instructors(ZFAt 27H)

Geoff Allix

SQL Server HE Microsoft 3¢ IT HZ7}, Content Master

Geoff Allix = CM Group Ltd.2| ot £A 2l Content Master 2| Microsoft SQL Server 02|
HE7I0|At ME2 HHE LI ULICEH Geoff = SQL Server 7|=0f CHSH GO E{H|O] A X BI
R4 24 % 70 et S5 d-E A& SQL Server HE Microsoft S IT
FE7tYUCE O HolHHols £248E 7o A 2 Ho6te = 7[go HEE MHAE
M-St sQL Server 2014 Microsoft 541 72|28 1HS H|ZEst CtFst sQL Server IO
HE7t2 Sods Lo

Chris Randall

M

—

 HHZX JHEX} Microsoft Learning Experiences Microsoft

Chris & SQL Server & Microsoft H|O|E E3HZ0| MZ0|0{, 25 Ho| A dHS Exst
EgolH, HAMHE & XXYUCH &= SQL Server HO[H E3HE & H=L|A QIEZ|H A0
CHF Microsoft 321 £FM ME7I0|H Microsoft Learning Experiences EOA =4 ZEIX
HEXE LSHHAM A 09| WUKE 2T LA X HO|H ME7IE8 2HXEE A=

[l —
AL
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06-3. Microsoft SharePoint 2016: Authentication and
Security

Fet 354121,

OR¥

9F

Z/g/o BEE 2ot B 2587 £/3) SharePoint Server 2016 S 2/ % = oF
LT AISE AE X 7 E EEO L ZorELAIL.

1. Before you start(AZ3st7| H)

AP 27 M

-

e Windows Server 2012 R2 &gt 8l 7|50f Cist X|Al0] QLO{OF BfL|LCt.

e SQL Server of Lzt 7|2 X[A{0] U0{OF ShL|CH,

2. About this course(0| TI’H0f| CisI0d)
O] 182 Microsoft Professional Program in Cybersecurity 2 L CF.

Microsoft SharePoint 2016 215 % EOIA = 42 EZ5I=H =30| & CHYet 215
T(level) W EQF 27 AP0 A SharePoint AtLH(On-premise) €2 M2 A2 8 FA 4=
SHELICE EEDE SharePoint 22H0| Eaot StEQI0] X AZEQOf @7 Atgat TA|

Of CHo§ Ob&LICt.

0L oI o
f of A

o mjo

0] 12 Microsoft SharePoint Server 2016 X Series 2| LEQIL|C},

3. What you'll learn(H| A & Z)

[ ]
ro
I=
n

Z2AMA S Yo met ASS Aot 8ok Lo CHol HiELICh

L]
s}
o
nx

g 2elof chol b LICk

e
R

A H Ee A= 8 -0l Chol HiELICH
Z2ob 2(0f Cisll His L C

«  H A=A old s % 50 Cisll B LC

H
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>
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4. Meet the instructor(ZAl 27H)

Christina Singletary

MY HEHX JUXL, Self Employed

iChristina &= SharePoint M|& % AMHAE MECE ot MY FHZX
A

JNURHSLCH Q4= &E 0|2 SharePoint 2 &
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Ankur Kothari

President, Olive + Goose

Ankur Kothari & eDiscovery H|Z=L|A E2O0F2| HIH|Z 22 AM Microsoft 0 A
MZLE eDiscovery & Al If & =F0| E|/}SLICH = AHXY Office 365

AMEE Olive + Goose

oe Turick 2 Olive + Goose 2| =4 AHAHE=Z Office 365 X Exchange 2|
7|l BHX XEo ME XAME 2L /JUSLICE O Microsoft Office

ME 2hZof Cieh doiet X|AlE 7k U2, O|HOl= Microsoft 2| 7|& MH|A MYXIZ
0
=

Elisabeth Jones

HAMHEE Olive + Goose

I
AL
=2
2
\l
s
1o

" Elisabeth Jones = Olive + Goose 2| ZAMEHEZ HME 15t
ZHS A}ELCE Q= Z& 1te HAL St9[E #10 20 University of
A
[=]

=
Washington It University of Michigan 0 A] 22t21 8 740l g IH S 7IE2R
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07. Windows 10 Security Features

Feh 2-4A7L,

OR¥

45

Windows 10 8] M-Z22 22t Architectures 8F 7|50 e} HI-L 0 &Yoo =t
/g 2tgS B3I BA Windows 109 B3 SHES Y5442,

1. Before you start(AZ}s}7| H)

A 8T Al

e Active Directory
«  Windows Server 22[0f CHs{ 21 QU0{0f gfL|Ct.

2. About this course(0] 1}%H0f CHs}0K)

O] 1Y 2 Microsoft Professional Program in Cybersecurity 2| & i L|Ct.

HEECH 222 O #EA 2D A L7227 Windows 10 2| ME2 =t Architectures 2t
SOl CHolf Yot2n Ol HiZ=st= WS iR ™ Oj2fo| st S&EH(insight)at X|AS

55 = ASLCH

Microsoft EQt AX|L|O{& stack 2| ZE layer A 2 XMKE Z=25t0] LYot o=

235l MER 22 7|52 LSt 34 o SASLCL ©E7F "ol 7H5H Windows

100 AL B7I5ts 22 =& (leve)S EMBHUAIR.

O

bundle &l E9F 7|52 Z &S0 Windows 10 20| AEBHEE A|RFGHL|CH

Endpoint 22t2 #4438t Windows & EZ U Windows Defender Exploit Guard 2t &2 F7t

Hot =75 HESHUAIR. O] 220 M= 1sv 2 OEM THEHZ FEE 2 0|2 Al2Zof

oot 7|2 M&, =280 2z 8 X0 ojgt NF E2& ¢S &= UASLICL

HE 7% Q2 A= o FF APE S s 2o Ao Mg = A= 7=S
S5t Al2. Andrew Warren, Lesley Kipling, Erdal Ozkaya, Neil Carpenter, Sami Laiho, Raymond

Comvalius, Seth Moore, Michiko Short, Mike Terrill, Amitai Rottem, Randy Treit 52| &¢I

HZ7k7F of IHEof FHolRESL ot

| Iy =]
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3. What you'll learn(8{ 7| & Z)

o HOF Y Eo X E90f Chsf i LICh

o 2T ATIAF|= MELR EQF Architectures ¥ Windows 10 2| 7|50f CH3{ HiS

e Windows 10 Z|AIEH0| bundle B 22t MH|A0 Ciot S&E &H(insight)= 7|<Al = LICH

o HOF QIE O|ma} X|Ql0| CHSH X|AlS A =lL|Ct.

« & 38 A (GPO)E Ar8ot0l #4% & A= Mz22 2 7IEds € Ut

Module 1 — L& = Windows 10 20{(defenses)

. 379l Fg

Module 2 — Windows 100| E¢t2 2|8 X[4 SHEQIO 7|52 AIESI= Y

it

e UEFU Secure Boot2| H{ZA O|3}.

e TPM (Trusted Platform Module) 7 L.

A O]
T A

L]
>

|

o

=]
ELE )

rir

e« =XEl(Measured) £E.
o 7| EA BRI HX| ZZIMELAM)
o GO H& BX|(Prevention).
o FA Z7F go|ofR BZQ| $HRandomization).
. HSE DZ2AA
+  E(Heap) E= L& malloc () X free ().
«  7{2(Kernel) E(pool) E=.
Module 3 — Windows 10 2ZEQ|0{ EOQ 7|5 -1
o g HQHO| AH™E Windows 2zt
. JHA EOF BE (VSM).
e Xt&4(Credential) 21&(Guard) (CC).
*  BitLocker.

*  Windows Defender Antivirus (WDAV).
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Windows EE EZ (WIP).
«  PowerShell HIEZ cmdlet
Module 4 — Windows 10 &2ZEQ|0f EQt 7|5 -2
o ¥ZA(Remote) 2l (Credential) 2 2l(Guard).
*  Device Guard.
« Device Guard?} 0= AppLocker.
*  Windows Defender SmartScreen (WDSS).
e Windows 10 =&2| |4 =7 (telemetry)
Module 5 — Windows 10 Creator H0|EQ| HOt 7|5
o QAEIZ2t0|= QT M(Certificate) 11’ (Pinning).
¢ Windows Hello & Windows Hello for Business.
¢ Windows ® Windows Server0Of Ciot M2 15 EM 473 =
*  Windows Defender =2t ME (WDSQ).
*  Windows Defender Exploit Guard (WDEG).
*  WDAG (Windows Defender Application Guard).
«  Windows Defender A 2|& HX| (ATP).
e RansomwareE AH|AE ALETHLICE
o ARl A Petya ransomware &0 CHSE Windows 102 X 2 (resistance).
Module 6 - It ==&

e Graded Lab

R
oot

S E- N

e Post Course M2 XAt
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4. Meet the instructor(ZAl 27H)

Philip E. Helsel

fl 2 THEIX JHKXL, Learning experiences Team Microsoft

#urhilip Helsel © Microsoft Learning E10| $41 ZEIX JJUX2 HX) Windows
10, Hyper-V % Configuration Manager € IT Professional ZAE TtE= [
sH= 51 JAsLCH O £ MEZR Microsoft Virtual Academy AE{Z2t0|= Security
HEAH0|7| = gL T

Kimberly Rasmusson-Anderson

M HHX JHX} Learning experiences Team Microsoft

Kimberly = IT T&7} 2P780] Mg 220 AFLCh Id= Eoh M2
Microsoft Virtual Academy WE{Z2t0|= Security A E2| ZEME
2[R0l 7| = gtLCh OAM™Ool& dI4E Microsoft 12 MH|A 8l X[ EMO| 7|&

A AR R & LI

o
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08. Windows Server 2016 Security Features
Zg 2.4 A2, B 5%

1. Before you start(A| &5t7] H)

A 2T AR

o TH =d BlS.

2. What you will learn(H{ A & Zi)

o HOF Y HFO| A E40| CHoll B A &Lt
o QY 2hotsl= MELR EQF Architectures X Windows Server 2016 2| 7|5 0i| CH3Y
HY = L | Cf.

e Windows Server 2016 Z[4! BT} 274 HSEl= 2Ot MH[A0| Cigt SE=(insight)2
712A U

o HOF QE Qlmet X|J0 Chet X|AS &A & ULt

e HyperV2 Mzz HQt 7[50| Tt O3

e DSC (Desired State Configuration)0i| CHdl HH&L|Ct.

e Windows Server 2016 2| Z=2}(Hardening)

o Hot REZ o SIEQIN a7 At

o BitLocker

o Xt&(Credential) 215 (Guard)

o Device Guard - 2E FZ4 - App Locker

o Windows Defender B[O BX| == 124

o I§X|/WSUS

o Windows Server 2016 0| A A|AE MH[A H|Zhdotof Cfgh X|&
e HE®ZA =t 74

o RAE Higl
=]

¢« OFH
o XA 1|5_| VM
o %§§f P AR E= VM
CELIEES
o VIPM
o & EX|
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o EHE Windows 21

o g " =X (ATA)
o T Us AEX

o Privilege UM 22

o JEA

o ®ZH(Remote) A4 (Credential) 215 (Guard)

Module 1 - 54 #HM(Surface) &4
e Server Core HIZE I Zt(footprint) X232}
o 34 BH(surface) 20 CHst Ofsf

«  AMHE AFE EE

[
iZ(T

22| ME[A AE 7Y
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(@)
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o A TIES AFESHO] MEl" &+ fle AR HdE A

Module 2 - OHH S 22|

«  X}Z4(Credential) 2% (Guard)
o 2 (Remote) XA (Credential) /5 (Guard)
o 2K} HMA KT
* Just In Time Administration
*  Just Enough Administration
Module 3 — 74H|O|L{(Containers) &2 25t (Workloads) 42|
o 7H|IO|H(Containers) ¢ FSHWorkloads) 42|
« ZiE|O|H(Containers) S O[3
e Docker2 ZiH|O|L4(Containers) 22|
*  Hyper-V Z1H| 0|l (Containers) O|3H
«  Windows Server Z1E| 0| (Containers) O[3}

Module 4 — QtHSH ZH&=E QI 2f(Infrastructure)
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4. Meet your instructors(ZFAF 27H)

Philip E. Helsel

2 HEIX JHUXL, Learning experiences Team Microsoft

E=Philip Helsel 2 Microsoft Learning EIQ| =4 2HX JLXE A} Windows

10, Hyper-V % Configuration Manager & IT Professional ZAE TtE+= [

P £ AFUCH 2= E3H ME2 Microsoft Virtual Academy AE{Z2}0|= Security
MEo| A=l HEA0|7|= L.

Microsoft Of UAISH?| 0= Fast Search(ttE ZAH) 3! Pre-Sales Engineer (A EHO§ AX|L|Of)
% ZALE RSO, Oracle Corporation 2| Pre-Sales Engineer (AP EHOf AIX|L[0]) & Sun Micro
systems O _AJASLICH D= EDH O] S ]2 S}HSLCH

Phil Helsel 2 =5t 3! =2[St0f| A stA} &F9{E, Computer Science 0| A AL St 9| &

FHSWELICE O £33 Microsoft Certified Trainer(MCT), MCITP, CCNA, VCP5, CISM, Security +,
Network + & 7|E} o] Q=L Q81 QY& L|CH

Kimberly Rasmusson-Anderson

Mol HEIX JHEX} Learning experiences Team Microsoft

0

Kimberly = IT 27t Ibg0f Mys @0 ASHCE D= Eot MER
S

E
Microsoft Virtual Academy NE{ZE}O|= Security M| ZEHME

Zt2|XH0| 7| = L|CH A™Oo|e 1= Microsoft 12 MH|A 2 X9l BEAM9| 7|&
AR A S LICH

Orin Thomas

Microsoft 22+ E/H|0|E ME MZJh XX}, OO|AZAZTE MVP & 2|8
AL HALZ 2HEE O

Orin Thomas = MCT(Microsoft 52l ZAhH2| Microsoft Regional Director 2|
MVP(X|H 10 H7F Tl E 2] AH|A2| Microsoft MVP)O|B Microsoft MCSE R MCITP 2152

ZASLICE O= Windows Server, Windows Z20|E, Azure, System Center, Exchange Server,
HOt 8l SQL Server &t Z2 FHNZ Microsoft Press of| 3 # 0|49 MS XM&HELICH =
Plural Sight 2| X|X}O|M Charles Sturt University 2| @& 7|& 2|Af(Doctor of Information
Technology) T2 19| T H(candidate) & LICt.
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09. Microsoft Azure Security Services

it

FY 2-4 M7 F 4F

0

Hot 2/5d 2190/ A E4E 0/8fcf 2 Microsoft Azure S MZE2 &HOF
Architectures S 7|55 1014/ AL

1. Before you start(AlZst7] H)
AIE 23 Al
e On premises TCP/IP U ERZ

o HHHY FX| 2|0 f=3{OF LT
(o3 (]}

| 2
. UsiEQl F2AeC FHZ YW U0jof FLITH

1A

2. What you will learn(Hi 24| & Z)
Azure 3 IntuneOM HMS3t= FI7F HQE MH|AE O[5St AFERLICEH

o Azure E 9 Architectures R0 CHsH Hi&LICt,

o Azure HESQZ HECto| CHsH HY-=L|Ct.

e UHESRA EOQt OF0] CHsl Hi=LICt.

o HOF A AMMAO CHSH HYZL|CH.

o ZLUHZ S ™ EX[0f CHsl Y= LC.

e Reference Architectures 0| CH3H B L|Ct.

e laaS workload EQt0f CHsl Op&ZL|Ct.

e Azure Security Center 2| 7|5 0|3

e Azure 7t DDoS (Distributed Denial of Services) &4 S 20{st= grH0f| CHa Bi-SL|Ch

e Azure 2FE| O] HAO| CHBH HiE LICt.
e Windows, iOS % Android &X| € Microsoft Intune O[30 CHsl HH&L|Ct
o MDM
o MAM
o GDPRZ &% Data governance
o Auto Pilot
Module 1

e Azure 2Ot architecture 712

e Azure Networking Security
o UEQ3A EO OF
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e Azure laaS Workload Security (

Module 2

e Azure Security Center

e Azure Security Center Atzf &7
o ZCIRLE MHA RE

e Azure H¢

e Azure 21 #4
Module 3

o Azure €
o

o Azure ¥l

e DDoS &
e Azure C|2A3 9 HMEA ATl
Module 4

e Windows, iOS % Android &X| £ Microsoft Intune
« MDM, MAM
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4. Meet your instructors(ZFAt 27H)

AA\Philip E. Helsel
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Launching the Lab (External resource)

(1.0 points possible)

Launch Scored Lab (£

~ 2 v Page™ Safety > Toolsv @~

Tesk 1: Create and configure Settings Storoge Location fle

[] 1. Connect to LON-DC1 Windows Server 2012
R2 lab virtual machine. You will be
automatically signed in with the folloving
credentials:

+ USERNAME: ADATUM\Administrator IS
+ PASSWORD: Pas$word
S ADATUM\Administrator
[J 2. On the LON-DC1 Windows Server 2012 R2
lab virtual machine, launch File Explorer and

navig:

would avoid creating the Settings

Typically. y
Stor;

R ADATUM\Adminis.—

[[] 3. right-click on the Local Disk (C:) and select B2 Other user
New -> Folder from the context sensitive
menu
4 the name of the folder to UE-

B Microsoft

% v

i

IHOFCF ("Launch Scored Lab"HE

bal
o

ZFo|gt H: Scored 22101 S A

x|
ME Z2MA7F A|ZFELCE O HAEE
AL

Aol SAIE & AFLILh DA & 8% o Aled = ARZHAIH,

7|120] guct

4) 22t & CHAOM MLO 280 &S TSt 2ot ThA Q| M3 HAE MENSHY

- H =

=40 -

= 29) ol =ol gt

ot SAl Mo S SIAI717] A8l CHA



[INF2002x1-M5B] Lab 2- Confiquring UE-V on Windows 10

Sync Now. Wait for the synchronization to

complete.

M Note: Using Company Settings Center is another
method of triggering the synchronization of the UE-V
settings to the UE-V Settings Storage Location if you
want to expedite synchronization process.

16. Right-click the Windows PowerShell icon in the
[ Taskbar and select Run PowerShell ISE from the
context sensitive menu.

17.In the Windows PowerShell ISE window, verify
that the Script Pane is displayed.

Results: After completing this exercise, you will have
[ tested UE-V synchronization of user settings by using

built-in settings templates, configured a UE-V custom

settings tempiate, and tested UE-V synchronization of

user settings by using a custom settings template.

End of Lab
| Take Self-Assessment
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“[INF2002x.1-M5B] Lab 2: Configuring UE-V on Windows 10" Assessment Results

Lab Task  IFF2002x1-MOSLOZ: Exercise 1 Task 1 Lab Task
Result  Task succeshully completed Result
Reazan
Lab Task  iPaF2002x1-MO3LOE: Exercise 1 Task 2
Rasult  Incomect - See reason below
Reagon  The UE-VTemplateCatalog share has misconfigured share- Lab Task
level permissions Result
Reason
Lab Task  INF2002:1-MOSLOZ: Extrise | Task 34
Result  Task succesfully completed
Lab Task
Lab Task  INF2002x7-MOSLOX: Exércise 1 Task 38 Result
Ragwlt  Task succestully completed Reason

INF2002x1-MOSLOE: Exercise 2 Tack 2
Incormees - See reason below

Exception caught during scoring of soemaeio THF2002x1-
MOSL0Z: Exercise 2 Task 2°. Enor reported: [Access is dersed]

INF2002x1-MOSLOZ: Exercise 2 Task 34
Incomect - Ses ressan below

‘Windows PowerShell ISE template & not registened on "LON-
ocr

INF2002x1-MOSLOZ: Exercise 2 Task 38

Incomect - Sas reasan bHow
‘Windows PowerShell 1SE template & not registened on "LON-

an”
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